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Abstract

Industrial Control System (ICS) of a plant is widely used in essential infrastructure (Power,
Oil & Gas, Water, etc.) that support our daily lives and in the manufacturing industry. Since
ICS has a dedicated network and is constructed with using ICS manufacture original
hardware, software and protocol for each plant, it was deemed to be relatively stronger
against cyber attacks. On the other hand, recently, Commercial Off The Shelf (COTS) devices
are employed for ICS networks and interfaces with Enterprise, also 10T (Internet of Things)
and Al (Artificial Intelligence) technologies are introduced for plant operation and
maintenance. As a result, threat of cyber attacks that cause failures and malfunctions to
important infrastructure are increasing, and countermeasures against the cyber attacks will
become more and more important. In this paper, the threats of cyber attacks for ICS are
reviewed and the countermeasures that can be taken in FEED (Front End Engineering
Design), EPC (Engineering, Procurement, Construction) and O&M (Operation &

Maintenance) are discussed.
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